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ABSTRACT

In this paper, we propose an anomaly detection system (ADS) to detect anomalies of the in-vehicle network for
unmanned aerial vehicle (UAV). The proposed ADS detects the anomalies by measuring the similarity of status messages
sequences periodically sent by the UAV to the ground control system. We defined three types of malicious message
injection attacks that can be performed on the in-vehicle network of UAV and simulated those attack techniques in the
Pixhawk4 quadcopter. The proposed ADS can detect abnormal sequences with accuracy of higher than 96%.
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jamming¥®} false GPS signal injection
attack & BA8ksich

. £l HISA /25 HESA =

Fig. 1.& & Q7oA A% 74l vlgA v/
F UESZY F2E AAgoh 7o vlEA R
Y ES] == B3 ‘?ﬂE%Ei(thht Controller), H
27](Electric Speed Controller), GPS, €4
A A SR °1T°11“4 nlE AEZe = v

EZEYE ‘*W Eﬂ HE 73 9

ml

7o R olE g F3 wherh3).
HlaA S ENIE T w4 A
Aed, 237 Fom  olRelih  o|Ee

Telemetry Ay RE stelvbe} 2-& 4 $441
A2E  Fd SAE, dwbkde®  MAVLink
(Micro Air Vehicle Link) Z2EZS 7HIe=
dolel & Fx w=r}(18).

3.1 UAVCAN Z2EZ

UAVCAN=Z o)A W¥ HEJIES 7b dlolE
Al AR S8 AF ZREZo| B el
vl A Fo] A 74]% ZREEE CAN% |

% Z2EZZ UAVCANS AHE3IT}H(3
UAVCAN #71& $41 == 1D, #ﬁ x= 1D,
Message type ID, Service type 1D,
PAYLOAD, Tail byte 52 ZE& o]Fo{#I3)t}.
A= Message type ID ZEo| 7|23 3t
o we} PAYLOAD Z=o] 971 do]ele] &Jv]=
Az}, zHze Message type IDE2] 4 v
2]&  DSDL(Data Structure Description
Language) ¥z Aol k=g 755w,
=52 DSDLel #AEl Message type 1D
A 2 9}
ol HFstaat she dleleld] |7t vy 2
735, UAVCANZ Hlo|ElE oje] 7toem 733}

H‘

o] t}ge] FFle Yol RUlE 7eS Al
olu] Tail byteell @ Fko] 71E=]e] Ao w=t
sl A7le] wlolele] Aztel| slgsl=A], Skl &
TR, e v e didsleA] ZATE 5 9l
UAVCAN-S F5—3) wdl(publish-subscribe
model) ¥  8A-§ 24l (request-response
model)®] F 744 §Al WAE AR T
3 mdlo A= dlole] Wl $Al k= DY HAH
o] iz, B4 kst HEHZ A dHeleE HE
E?H’“E‘E}““] e BE k252 o] HeolHE 4

D9} A4l = ID7F WA= gle] 84 wx=9f
S ko] T s AleloMut EAlo] o]Fofxlr),
84 x=7} B Service type IDE Z= A
S R S s o] i3k A4 2S¢
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Fig. 1. UAV network topology
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Table 1. Impacts of each attack technique
Attack technique Impacts of attack
Wrong end ® Some of the ESCs are intermittently lost their connection with the

flight controller.

Service request flooding

@® CPU load rate of flight controller increased.

Fuzzing

® Some of the ESCs are intermittently lost their connection with the
flight controller.
® RPM of motors changed abnormally.
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Fig. 4. Overall process of the proposed anomaly
detection system
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FAtE A7 threshold Hrh 22 3k
A5, A ok R AR lei*o" AR
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threshold = min (SimilarityScore (s)), (2)
where s €S,

train

e AFIAE 2 Rl o) ) BRel Ads
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4231 nLCS

nLCS (normalized Longest Common
Subsequence)E F Al@2d| FTEoE EAsE

FR AT o) MR fAEE Ak
skaze]FelwH20).
nLCS(s;,s,)%E 541 (3)3 7] Foilc}.
ILCS(s;, 5.l
similarity(s,, GJ) =nLCS(s;, gJ) = %
s,lls;

(3)

4232 Levenshtein Distance

Levenshtein Distancew 14 #Ag2x o¥
A glen ‘6}‘/}4 ]%/\E 2 AF2E P
93 Dag Ak,
2 fAEE

= J
Lev(s,ﬁ,sj)% A (4)} 7ol FoiAT),

Is,| ifls | =0
Lev(si,sj)—{|5| 1f\5|70
Lev(tail (s ) tail (s )) ifs; [0]= sj[O}
otherwise,
Lev(tazl(s ),s.)

Lev(s;,s;) = 1+mm{ﬁcv(éwmz 1(s; )7)
Lev(tail ( ), tail (s ))

(4)

old, tail(s)E Al 52 A WA AL A7
she] AAAEE HE A FE owglie)

Levenshtein Distancet F Alf27F FA1e
FE 0ol 77k s 7HEICh 03 1 Aleld 3
THAAA - Ab2E SAREE 19 TR g
o] B EE A4S AP 4] (5)e} Rk

Lev(si7 sj)

maX(|8,;‘7 ‘5]|)

(5)

similarity(s;, Sj) =1-

4.23.3 Jaccard Similarity

Jaccard Similarity= F A2 o]l &3}
= ‘IT‘E]' Aes 5 358 AEY vES 7=
FAEE AXbels g Zo]t}(22).

Jaccard(s,i,s])% A (6)3 o] FojAlt}

milarity(s,s,) = Jaceard(s,.5,) = 2%
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(6)
4234 Jaro Similarity
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Table 2. Dataset information
Attack technique Packet capture time (sec) Number of MSG IDs
Training Benign 181.43 5418
Benign 122.23 3651
Test Wrong end 121.08 3553
es
Service request flooding 121.58 3570
Fuzzing 120.97 3548
similarity(si,sj)Z AR E B8l 5ol vEA W UESY I T4
0 ifm=0 AEHoldsldrt. blE 9la) ol nlAe] Z2
Jaro(s;, éJ) = l(% |“i| mi—t) otherwise A E AASI P AE Al 2 A7 Abef el A
P A AES A 24 WAAE Felsisich 2
M A A} sheabAl skl Wy A== o
J%o] 2415 Fo| OwA G o4 WYL WA
o = s AR 2
ol omE RS W AETET ) a9y g W sk A Qe
ERiEL t A dab 58 SR 10% $%0] =2 24 A7 79 1Es 23
i st
V. &8 & Table 2.& 779 34 74& AEHeld &
i o A8 dlolejle] ARE HolFEr) BE Ho|
o]
QAo 4= Pixhawkd #dlel7} vl u]‘ SAeh.
o RSN =
7"'_].1‘;.‘%‘3'101] AVCAN?I ;X]"\'_B‘]-L_ »H\i_l7] 4TH = 5 2 Ao_{g %7}
A3 FeFe T2l ]zsuz]—e— A1) A9kl 7]
e AsE AFslleh. 2 vl A R vEY= 27te] eale AL dweE|ZF} Test dlo]E]Ale]
o otelAal weEst EAlshe ARE TR 918 s 2o e
] anlg 2 & 3 FEH9 window size & A3
2 z}z)3] -
SAN BUS s?;eldaq | Lia}oqﬁlaloﬂ I= ; A A5S SA8 stride #-& window siz
) 1 TZ
o oty ©% 2 2% 28 Saieh Fig. 5. Test
ErT B IS Pathon 1 o84 % Benign HelE A Fuzzing deleld
python-cans o]43le] Fdsloiend stz o 4 window size® FA3} nLCS =X Ja

nLCS, window size=10

nLCS, window size=20

nLCS, window size=30

nLCS, window size=40

hormal sequenc 4 ; . ol sequenc 8o f ol sequenc
normal sequence normal sequence 60 normal sequence normal sequence
30 abnormal sequence abnormal sequence abnormal sequence abnormal sequence
-==threshold 30 | ==~ threshold -== threshold 60 | ==~ threshold
£ 20 = H 240 g
5 5
E RS E K 840 |
h
L ][ 20 A [
0 n 10 F B m w0l '\ i
\'\ Yk fiheh 1
=i T )
. 11 . N |- ) . . ) .
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80 F 100 | 100 4
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= H = ! = =
ER ' : ! ERE EE)
g i s i g 3
S H [¥] H [¢] [¢]
40k 1 50 F 1 50 200
i i
| |
20F i 25 | 25 100
i i
o . L r R, . 0 . e o . . BRI 0 . \ \ AN
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Similarity score

Similarity score

Similarity score

Fig. 5. Distribution anomaly scores calculated by nLCS or Jaccard Similarity per each window size
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Table 3. Detection performances per each similarity measure algorithm and window size

window size | 10 | 20 | 30 | 40
. Acc F1 Acc F1 Acc F1 Acc F1
Algorithm | Dataset @ | % | 0 | 0 | 5 | % | % | %
Wrong end 50.97 1.12 57.10 | 22.99 | 92.05 | 91.32 | 100.0 | 100.0
nLL.CS Service request flooding | 51.31 2.21 52.5 7.56 74.89 | 66.29 | 96.11 | 95.90
Fuzzing 55.21 | 16.58 | 57.38 | 23.88 | 79.97 | 74.73 | 99.44 | 99.42
L htei Wrong end 51.25 2.22 52.92 8.65 92.05 | 91.24 | 100.0 | 100.0
ne];?;‘tznf; Service request flooding | 51.31 | 2.77 | 51.94 | 5.46 | 69.03 | 54.32 | 77.77 | 71.10
Fuzzing 53.54 | 10.69 | 55.71 | 18.46 | 81.17 | 76.43 | 90.50 | 89.30
J q Wrong end 50.83 1.11 51.81 4.41 52.71 8.13 56.98 | 22.22
S?I‘;Ci?;rit Service request flooding | 51.45 | 3.84 | 52.77 | 8.60 | 55.23 | 17.05 | 57.77 | 25.49
v Fuzzing 54.65 | 15.10 | 51.25 2.23 56.06 | 19.84 | 56.42 | 20.40
J Wrong end 50.69 1.11 50.69 0.0 69.87 6.00 57.54 | 24.00
S‘;";‘)ﬂarit Service request flooding | 50.76 | 1.66 | 50.55 | 0.0 | 68.20 | 56.81 | 55.55 | 18.36
v Fuzzing 53.12 | 10.13 | 51.53 3.33 74.47 | 68.06 | 56.98 | 22.22
ccard Similarity® AAFF FAIE A5 B¥x S 1w ritys AFEE A AA A@DAe) vAA) ARAE
&}t nLCSY 7% window size7} F7}gtell A FEIAE & §l= Aolch F, 5ol BlA
g} A Al e} vAAL AR AlE He B G U ES e oAk AZy} AE A 74l v|A]7}
X 7} Aolrt FHEIA Jeltal, window sizert ARsRe A wAAEY] FRole 2 sl gle
404 o djF-Eo AHAF Ase} vAHA AFAE v 5l vt ARG F7IR b wAA S A
T3 4 9l kAt Jaccard Similarity$] 3l 5Ho] AslEges e & 4 9l
73%- window sizedll #AGle] AAF A2} B|A
A AR E Ao RS 4 i) VI. 8 2
Table 3.2 test dlo]e]Mle) &3k Z-2ke] do]
EAE ds A= A4 dweE]lZ window si -“5: =l F-ol vlsA v UESF6A S
zeo| W& Accuracy, Fl-score %53 HojE) 753 Al 259 okeAel wAA] F9 T4 7
nLCS¢} Levenshtein distances window siz HS% Aoty M T4 7|HEe] vldAY A
e7} 71kl wel de A= Sk Wb Jacce 258 Agdtte AL AA Tl vgAE o] &3
ard Similarity¢} Jaro Distance™= window si AES B3 o]Edlgdn), mak B =R MAV
zeol| W fwlgk A Wsl FAEA g Link MSG ID A¥9aE 7t fARE 7|4k 7
nLCSE AM&-3li window sizeE 4002 AR uggA| e ol ASE %X] sl A 2Ele Agks)
S u P =& A5E 71E 934 ezl ol 7Y Ak A daEES
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